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CHUONG 1: TONG QUAN VE CHU KY SO
1.1 Tong quan vé chir ky so

Con ngudi di sir dung cac hop dong véi chir ky duéi dang dién tir tir hon 100 nim nay
v6i viée str dung ma Morse va dién tin. Tuy nhién, chi v6i nhitng phat trién cua khoa hoc k¥

thuat gan day thi chit ky s6 méi di vao cudc song.

Trong doi séng hang ngay, chir ky (viét tay) trén mot van ban 1a mot minh chimg vé
“ban quyén” hodc it nhat ciing 14 sy “tan dong, thira nhan” cic ndi dung trong vin ban. Ching
han nhu trén viéc ky vao phiéu nhan tién tir ngan hang, hop déng mua ban, chuyén nhuong,
thira ké, t6 tung.... Chit ky viét tay duoc chinh tay ngudi ky nén khong thé sao chup duoc.
Thong thuong chit ky viét tay trén vin ban thi duoc dung dé xac nhan ngudi ky né. Nhimng
yéu t6 nao 1am nén “strc thuyét phuc ciia n6”, vé mat 1y thuyét

Chir ky 1a bang ching thé hién nguoi ky c6 chu dinh khi ky van ban - Chit ky thé hién
“cht quyén”, n6 lam cho ngudi nhan van ban biét rang ai dich thi 1a nguoi da ky van ban.

- Chit ky khong thé “tai sir dung”, tic 1a n6 12 mot phan cua van ban ma khong thé sao
chép sang cac vin ban khac - Vin ban da ky khong thé thay d6i duoc

- Chir ky khong thé gia mao va ciing 1a thir khong thé chdi bo ( ngudi da ky van ban
khong thé phu dinh viéc minh da ky vian ban va ngudi khac khong thé tao ra chit ky do6 ).

Trong cudc song doi thuong, viée tao moét mo hinh “Iy twéng” nhu trén 12 khong dé vi
viéc ky trén vin ban gidy co thé gia mao chit ky, nhung véi kha ning kiém dinh sét sao thi
viéc 1am thay d6i khong phai d&. Tuy nhién trong thé gidi may tinh thi van dé ky nhu trong
thuc té s& gdp phai nhiéu kho khin : cac dong thong tin trén may tinh c6 thé thay doi dé dang,
hinh anh ctia chir ky tay ciia mot nguoi ciing dé dang cho “sang — truyén” tir mot van ban nay
sang mot van ban khéc, va viéc thay doi ndi dung mot vin ban dién tir (sau khi ky) cling chang
dé lai ddu vét gi vé phuong dién “tay, x6a”...

Vay dé c6 nhitng ddc tinh nhu trén “ky trong thé gidi dién tr ” can c6 cong nghé ma
hoa. So do chit ky s6 1a phuong phap ky mot thong bao dugc luu dudi dang dién tir. Giao
thirc co ban cta chir ky sé dya trén ¥ tuong cta Diffie va Hellman :

- Nguoi giri (cht nhan ciia van ban) ky vian ban bang cach ma héa n6 véi khoa bi mat
cuia minh.

- Nguoi giri chuyén van ban da ky cho ngudi nhan.
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- Nguoi nhan vian ban kiém tra chir ky bang viéc st dung chia khoa coéng khai cta
ngudi giri dé giai ma van ban.

Khai niém chung vé chir Ky s6: Chix ky s6 1a mét tap con cua chit ky dién ti, mot thé
chtng thue dugc ma hoa bai khoa bi mat ciia ngudi guri. Chir ky sb 1a théng tin di kém theo
dit liéu (van ban, hinh anh, video,...) nhim muc dich x4c dinh chii thé cta dit liéu d6. La mo
hinh st dung cac k¥ thuit mat ma dé gin véi mdi nguoi st dung mot cip khoa cong khai - bi
mat va qua d6 c6 thé ky cc van ban dién tir ciing nhu trao d6i cac thong tin mat. Khoa cong
khai thudng duoc phan phdi théng qua chimg thuc khoa cong khai

1.2 Thuc trang vé chir ky so hién nay:

Trén thé gidi, hau nhu tit ca nudc cling déu da tmg dung chit ky sd, dic biét 1a trong
cac cong viéc hanh chinh Nha nuée. Biéu hién rd rang nhét cho su chip nhan chir ky sé phd
bién chinh 13 su ra doi cua cac bo luat.

Tai Trung qudc: Luét chit ky dién tir ctia Trung qudc - Muc tiéu huéng t6i thong nhat
viéc thyc hién, khing dinh tinh phap 1y va bao vé quyén loi hop phap cta cac bén lién quan
to1 viéce thuc hién chir ky dién tu.

Tai Brazil: Medida proviséria 2.200-2 - Luat Brazil thira nhan tinh phap 1y cua van ban
s6 néu dugc ching nhan boi ICP-Brasil (PKI chinh thirc ctia Brazil) hodc mot PKI khac néu
cac bén dong y.

Mgt sé lwoc do chit Ky sé:

v" Luoc d6 chit ky RSA

v Luoc d6 chit ky ElGamal

v' Lugc db chit ky DSS

v' Lugc do chit ky Elliptic

1.3 Vai tro caa chir ky so trong &ng dung hién nay
Ngay nay véi xu huéng hoi nhap, toan cau hoa dd va dang anh hudng dén su phat trién

cua the gidi. Viéc trao doi thong tin tir d6 cling yéu cau nhanh gon, chinh x4c va an toan hon.

Tuy nhién viéc trao doi thong tin, chimg thuc thong tin theo phong cach truyén thdng lam


http://www.cin.gov.cn/law/other/2005040803.htm
http://www.presidencia.gov.br/CCIVIL_03/MPV/Antigas_2001/2200-2.htm
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giam toc do va su chinh xac ctia thong tin. Nhitng cong viéc ay con mang tinh chat tha cong

nén gay ra sy cham tré va thiéu chinh xéc trong trao doi thong tin.

Chinh kh6 khan ndy da lam nay sinh sy phét trién manh mé cta cong nghé thong tin va
cong nghé mi hoa. Hién nay, & cac nude trén thé gisi cong nghé thong tin dang dong vai trd
thiét yéu trong moi linh virc hoat dong cua toan xi hdi va nhu cau bao mat thong tin ngay
cang duoc dat Ién hang dau. Co thé nhic dén viéc ma hoa bao mat thong tin s6 ctia cac doanh
nghiép, dung chir ky sé dé xac thyc email trao doi thong tin, ngan hang dién tir, kiém soat
truy cap vao cac san thuong mai dién tir va xtr Iy cac don hang, mua sim tryc tuyén... ma vai
trd chu yéu 1a chir ky sb.

Giai phap chir ky s6 13 tdi uu vi né ¢6 hiéu luc phap 1y, do d6 khong can in 4n tai liéu ma
van c6 thé xac nhan duoc tai liéu, ddm bao tinh toan ven va khong chdi bo. Chir ky s6 duoc
phat hanh béi bén thr ba 13 co quan chtng thuc ¢6 thim quyén cap phat, thu hoi, quan 1y
chtng chi s6 cho cac thyc thé thyc hién cac giao dich an toan (Certificate Authority hodc CA)
nén dam bao tinh khach quan. Qua trinh tao chir ky sd, xac nhan cic yéu cau phap 1y, bao

gom xac thyc chir ky, xac thyc tin nhan 1a thanh cong va hiéu qua.

Chir ky s6 ding cho cac vin ban sd, cho biét toan bd van ban di duoc ky boi ngudi ky.
Va nguoi khac c6 thé xdc minh diéu nay. Chit ky sb twrong tu nhu chit ky thong thudng, dam
bao ndi dung tai liéu la dang tin cay, chinh xac, khong hé thay ddi trén duong truyén va cho
biét ngudi tao ra tai lidu 14 ai. Tuy nhién, chit ky sb khac chit ky thudng, vi né tiuy thudc vao

van ban. Chir ky s6 s& thay ddi theo van ban con chit ky thuong thi khong hé thay doi.

Chir ky s6 duoc sir dung dé cung cip chimg thuc chu sé hitu, tinh toan ven dir lidu va

chong chdi bd ngudn gdce trong rat nhiéu cac linh vuec.

Chit ky s6 khong chi duoc thue hién cho cac giao dich dién tir trén mang Internet ma
con duoc sir dung cho cac hé théng mang vién thong di dong. Giap cho viée giao dich dugc

nhanh chong, don gian héa mua sam tryc tuyén, gitip nguoi dung truy cip moi noi moi lic.

Chitr ky s0 ra doi c6 loi ich to 16n vé chién lugc va kinh té: d61 voi cac doanh nghiép,
chir ky s6 1am doanh nghiép tiét kiém duoc rat nhiéu thoi gian va chi phi hanh chinh; viéc ky
két c6 thé dién ra & bat ky dau, trong bat cir thoi gian nao; viée van chuyén tai liéu giita cac

bén dién ra thuan loi va nhanh chong.



CHUONG 2: HE MAT MA VA CHU KY SO RSA

1.1 Co sé mat ma trong toan hoc

Toan hoc ma cu thé 1a sé hoc luén c6 quan hé mat thiét véi cong nghé thong tin noi
chung va nganh an ninh may tinh noi riéng. S6 hoc giup bao vé nhitng dit liéu nhay cam co
kha nang bi danh cip. Nhiing giao thirc ma héa ma dic biét 1a chir ky sb dién tir déu dya trén
Iy thuyét s6 hoc dé xay dung khoa, ma hoa va giai ma. An toan cta nhitng giao thirc nay déu

lién quan dén giai thuat cong khai va phan tich thira sé nguyén t6.

1.2 Cac ham bam
Mot ham bam 1a mot ham tinh toan hi€u qua thyc hién anh xa céc chudi nhi phan véi do
dai tiiy y vao cac chudi nhi phan c6 do dai cd dinh, duoc goi 13 cac gia tri bam (hash — values).
Ham bam 13 cac thuat toan khdng st dung khoa dé ma hoa, nd c6 nhiém vy bam thong
diép dugc dua vao theo mot thuat toan h mot chiéu nao do, rdi dua ra mot ban bam — vin
ban dai dién — c6 kich thudc ¢b dinh. Do dé ngudi nhan khéng biét dwoc ndi dung hay do

dai ban dau cua thong diép da dugc bam bang ham bam.

M@t s6 giai thuat trong ham bam:

v' Giai thuat MD5: Giai thuat duoc phat trién bai Ron Rivest tai dai hoc MIT.N6 dua
vao céc khéi dau vao 512 bit va sinh ra cac gia tri bam 128 bit. MD5 dugc sir dung
rat rong rii trong cac chuwong trinh an ninh mang va ciing thuong duoc ding dé
kiém tra tinh nguy@n ven cia tap tin. MD5 duoc thiét ké dé thay thé cho ham bam
trude d6 MDA4.

v’ Giai thuat SHA-1: SHA-1 Ia thuat toan “bam” mat chiéu dung trong rat nhiéu hé
théng nhu SSH, SSL, S/MIME, PGP,.... N6 dugc Co quan an ninh qubc gia My
phat minh nim 1995 va trg thanh chuan bao mat co so pho bién nhét trén Internet
va la thuat toan chix ky dién tir duy nhat duoc Co quan Chuan Chit ky S6 cua chinh
phu M phé chuan.

1.3 Co sé ha ting khda cong khai PKI

Khai niém ha ting khoa cong khai (PKI) thuong duoc dung dé chi toan bd hé théng bao

g6m nha cung cap chimg thuc s6 (CA) cliing cic co ché lién quan dong thdi véi toan bo viée

sir dung céc thuat toan mat ma hoa khéa cong khai trong trao d6i thong tin.


http://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n
http://vi.wikipedia.org/wiki/M%E1%BA%ADt_m%C3%A3_h%C3%B3a_kh%C3%B3a_c%C3%B4ng_khai
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Ung dung cia PKI trong ky sé va bao mat dir liéu:

v' M4 hoa: Loi ich dau tién cua chtng thu s6 13 tinh bao mat thong tin. Khi ngudi giri da
ma hoa thong tin béng khoa cong khai cua ban, chic chén chi c6 ban méi giai ma dugc
thong tin dé doc. Trong qua trinh truyén thong tin qua Internet, du c6 doc duoc cac goi

tin d4 ma héa nay, ké xau ciing khong thé biét dugc trong géi tin ¢6 thong tin gi.

4 Chéng gid mao: Khi ban gtri di mot thong tin, c6 thé 1a mot dit liéu hodc mot email, co
str dung chimg thu s6 s6, ngudi nhan s& kiém tra duoc thong tin ciia ban c6 bi thay ddi
hay khong. Bat ky mot sy sira doi hay thay thé noi dung ctia thong diép gbc déu sé bi
phat hién. Pia chi mail ciia ban, tén domain... déu c6 thé bi ké x4u lam gia dé danh
lira nguoi nhan dé 1ay lan virus, dn cap thong tin quan trong. Tuy nhién, ching thu s6
thi khong thé 1am gia, nén viéc trao ddi thong tin c6 kém ching thu s6 ludn dam bao

an toan.

v Chir ky dién tir: Nhitng thong diép co thé gui di qua Internet, dén nhitng khach hang,
ddng nghiép, nha cung cip va cac ddi tac. Tuy nhién, tai liéu rat dé bi ton thuong boi
cac hacker. Nhitng thong diép co thé bi doc hay bi gia mao trudc khi dén ngudi nhan.
Bang viéc str dung ching thu s6 ¢4 nhan, ban s& ngan ngira dugc cac nguy co ndy. Véi
ching thu s6 ca nhan, ban c6 thé tao thém mét chir ky dién tr vao tai li€u nhu mot
bang chiig x4c nhan ctia minh. Chit ky dién tir cling c6 cac tinh ning xac thyuc thong

tin, toan ven dir liéu va chong choi cai nguon goc.

1.4 Tong quan chir ky s6 RSA

Thuét toan duoc Ron Rivest, Adi Shamir va Len Adleman mé ta 1an dau tién vao nim
1977 tai Hoc vién Cong ngh¢ Massachusetts (MIT). Tén cuia thuat toan duogc léy tr 3 chir cai
dau cua tén 3 tac gia.

Trudc do, vao nam 1973, Clifford Cocks — mot nha toan hoc ngudi Anh lam viée tai
GCHQ, da mo ta mdt thuat toan tuong ty. Vi kha nang tinh toén tai thoi diém d6 thi thuét
toan nay khong kha thi va chua bao gi¢ dugce thue nghiém. Tuy nhién, phat minh nay chi dugc
cong bd vao nim 1977 vi duge Xép vao loai tuyét mat.

Thuat toan RSA dugc MIT ding ky bing sang ché tai Hoa Ky vao nim 1983 (S ding
ky 4.405.829). Bang sang ché nay hét han vao ngay 21 thang 9 nam 2000. Tuy nhién, do thuat

toan dd dugc cong bd trude khi dang ky bao ho nén sy bao hd hau nhu khong cé gia tri bén
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ngoai Hoa Ky. Ngoai ra, néu nhu cong trinh cta Clifford Cocks di duoc cong bo trude do
thfi bang sang ché RSA di khong thé dugc diang ky.

Hoat dong cua hé mat ma RSA

Thuat todn RSA duogc phat minh nim 1978, sir dung ché d6 ma hoa khdi. C6 hai khoa,
mdi khoa 12 nhitng s6 ¢ dinh sir dung trong qua trinh ma hoa va giai ma:

- Khoa cdng khai (Public key): duoc cong bd rong rii cho moi ngudi va dugc dung dé
ma hoa.

- Khoéa bi mat (Private key): Nhitng thong tin dugc mé hoa bang khoa cong khai chi co
thé dugc giai ma bang ma bi mat twong Ung.

Noi cach khac, moi ngudi déu c6 thé mi hoéa nhung chi c6 ngudi biét khoa ca nhan (bi

mat) mai c6 thé gidi ma dugc.

Kién trac hé mat ma RSA: Trong thuat todn RSA, c¢6 hai qué trinh chinh d6 1a tao
khoa va xac nhan khoa.

Tinh toan chudi dai dién (message digest/ hash value) ctia thong diép sir dung mot giai
thuat bam (Hashing algorithm) SHA-1.

- Chudi dai dién duogc ky sir dung khoa riéng (Priavte key) cua nguoi giri va giai thuat
tao chir ky (Signature/ Encryption algorithm) RSA. Két qua chit ky s (Digital signature) ctia
thong diép hay con goi 1a chudi dai dién duge ma hoa bdi giai thuat RSA (Encryted message
digest).

- Thong diép ban dau (message) duoc ghép voi chit ky sd( Digital signature) tao thanh
thong diép da duoc ky (Signed message).

- Thong diép da duoc ky (Signed message) duoc gui cho nguodi nhan.
Bao mat RSA:

D06 an toan cua hé théng RSA dya trén van dé cta toan hoc: bai toan phan tich ra thtra
sd nguyén td cac s6 nguyén 16n. Néu bai toan trén 1a kho (khoéng tim duoc thuét toan hiéu qua
dé giai chung) thi khong thé thuc hién dugc viée pha mi toan bo dbi véi RSA. Pha ma mot

phan phai duoc ngin chin bang cic phuong phap chuyén doi ban rd an toan.

Bai toan RSA 13 bai toan tinh cin bic e modun n (v6i n 13 hop s6): tim s6 m sao cho ¢ =
m® mod n, trong d6 (e, n) chinh 1a khoa cong khai va ¢ 1a ban ma. Hién nay phuong phép trién
vong nhat giai bai toan nay 14 phén tich n ra thira s6 nguyén t. Khi thyc hién duoc diéu nay,

ké tan cong s€ tim ra sO mu bi mat d tir khoa cong khai va co6 thé gidi ma theo ding quy trinh


http://vi.wikipedia.org/wiki/Kh%C3%B3a_%28m%E1%BA%ADt_m%C3%A3%29
http://vi.wikipedia.org/wiki/Kh%C3%B3a_c%C3%B4ng_khai
http://vi.wikipedia.org/w/index.php?title=Kh%C3%B3a_b%C3%AD_m%E1%BA%ADt&action=edit&redlink=1

ctia thuat toan. Néu ké tdn cong tim dugc 2 s6 nguyén t6 p va q sao cho: n = pq thi co thé dé
dang tim dugc gia tri (p - 1)(q - 1) va qua d6 xac dinh d tir . Chua c6 mét phuong phap nao
dugc tim ra trén may tinh dé giai bai toan nay trong thoi gian da thirc (polynomial - time).
Tuy nhién ngudi ta cling chua chimg minh duge sy khong ton tai ciia thudt toan. Chiing ta c6

thé tham chiéu bang sau dé thdy sb thao tic va thoi gian thyc hién phan tich so n thanh sd
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nguyén té theo phuong phap General Number Field Sieve (GNFS):

1
64 El 2
O exp (?logn) (loglogn)=
So bit ciia n S6 thao tic Thoi gian
100 0.6% 10° 16 phut
00 3.3 = 107 38 ngay
300 1.3 = 107 41 nam
100 1.7 = 10" 5313 nAam
19 . 5 o
SO0 1.1 = 70O 3.5 = 10 nam
1024 1.3 = 10°° 4.2 < 70" nam
2048 1.5 = 10°° 1.9 « 707 nam

Bang 2.12: Thir nghiém d¢ bao mat cia RSA
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CHUONG 3: XAY DUNG CHU KY SO TAI CONG TY LDVC

1.1

QUOC TE HAI VAN

Giai thi¢u bai toan

Cong ty LDVC QT HAI VAN 12 méot doanh nghié¢p hoat dong trong linh vuc van chuyén

nén co dic thu 1a c6 rat nhiéu chi nhanh hoat dong rong khép trén cac dia ban. Tru s¢ chinh

cua cong ty dat tai Lo C8, khu d6 thi Nam Trung Yén, Cau Gifiy, Ha Noi. Tai cac chi nhanh

cua cong ty thuong xuyén co cac hoat dong giao dich thu/chi tai chinh.

1.2

Hién trang in bién lai/héa don thu phi

Hién nay tai CONG TY LDVC QT HAI VAN, viéc in bién lai thu tién phi dugc in theo

quy trinh sau:

1.3

Dit liéu phi cac don hang duoc téng hop hang ngay theo timg ma hang trén co s& dit
liéu.

Tao file excel bién lai c6 cau trdc theo timg don hang.

Luu lai dix liéu trong may.

Sau khi in, ké toan va truong bd phan hang méi nguoi gitt mot ban.

Vé6i mé hinh quan ly caa cong ty 1a md hinh quan 1y tap trung thi trao d6i dir liéu tai

chinh ciing nhu cac hoa don chung tir gitra tru so chinh va cac chi nhanh 1a rat nhiéu.
M@t s6 nguy co' c6 thé mic phai

Ngoai ra nhitng don hang van chuyén qudc té, bén doi tac yéu cau cong ty chua xuét
dugc mot cach nhanh chéng va chinh xac.

V2o nhitng ngay don hang xuat ra nhiéu, ké toan thang lién quan dén chi phi nhién
liéu rat nhiéu gy ra nhirng sai sot.

Nham tén mat hang, loai tién cia don hang.

Nhiing nhan vién tiép nhan don hang phai cam rat nhiéu hoa don trong mot ngay.

Nhitng sai sét nay thuong chi dugce phat hién khi bién lai da dén tay cua trudong bd

phén. Diéu nay s€ lam ton rat nhiéu chi phi in an, gidy muc.

1.4

Lo thong tin khi trao di file.

Yéu cau bai toan

Bai toan dit ra & day 1a lam thé nao dé trao doi cac file dir li¢u gitra tru s¢ chinh va céc

chi nhanh dam bao an toan, chinh xac. Cu thé nhu sau:
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Trong qua trinh trao dbi file, ngudi dung phai d6i mat véi 2 nguy co thuong truc:

Nguon goc khéng ré rang: Khi nhan duoc mot file, nguoi dung kho c6 thé chic chin
rang dit liéu d6 dugc cung cap boi chinh xac mot ngudi dang tin tuong nao d6 va trong qué
trinh trao d6i dit liéu khong bi thay doi.

Pé 16 cdc thong tin nhay cam: Khi trao ddi dit liéu, dac biét 1a cac thong tin nhay cam,
ngudi dung luén c6 mdt nhu cau vé tinh bao mat cho dit liéu. Ho luén mudn chic chin réng
chi ¢c6 mot s6 nguoi ma hg mong mudn méi doc duoc céc thong tin nhay cam do.

Sau khi d3 dam bao giai quyét dugc 2 van dé trén, cling nén c¢6 mot phuwong phap dé
cac ngudi dung trao doi file véi nhau

Noi dung cta hudng thiét ké giai phap yéu cau:

Yéu cau vé nguon goc di liéu: Mdi nguoi dung sé& duoc cap mot ciap public-private
key. Phan mém s& hd tro chirc ning ky bén phia nguoi giri va xac minh chir ky trén file ¢ phia
ngudi nhan dé dam bao nguodn gdc, tinh toan ven cua dit licu.

Yéu cau théng tin nhay cam: Phan mém s& hd tro chirc ning ma hoéa file sir dung giai
thuat RSA va xay dung phuong phap thong nhat khoa gitta ngudi giri va nhan, phan mém hd
trg viéc tao key ECDH dé lam key ddi xtng giira 2 nguoi.

Yéu cdu vé viéc trao doi file: Phan mém sé& hd tro viéc twong tac giri file qua email.

Nguoi dung c6 thé dinh kém file trong cic email dé thuc hién qua trinh trao doi file.

1.5 M@t s6 yéu cau vé phan cieng va phan mém

Vé phin cirng yéu ciu dé xuit:

- CPU: Intel ®, Core ™ 13- 3110 M

- RAM: 2GB

- HDD: 500 GB

- OS: windows 7

- May cai dat Microsoft .NET Framework 4 Maintenance, dung lugng dia cirng con
tréng it nhat 20MB
Vé phin mém cai dit:
Chuong trinh dugc xay dung trén moi truong Visual C# trong bd ing dung Microsoft

Visual Studio 2010.

Poc thong tin ciia USB TOKEN, luu vio bién nhd.
Poc file Text ¢6 ciu tric (mdi dong 13 mot ma thanh toan), chuyén thanh dbi tuwong

thanh toan, dua doi tuong vao hang doi.
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Goi cic tién trinh (ludng) in déng thoi. Cac tién trinh ndy vao hang doi ldy dir liéu
thanh toan.
Thuc hién ky hoa don.

Ghi dit 1i€u hoa don ra dia cing.

1.6 M0 ta quy trinh sir dung phan mém
Pang nhap
Trude khi sir dung phin mém nhéan vién phai dang nhap véi tai khoan:
- User: Admin
- Password: admin
+ Quy trinh ky va in bién lai

Sau khi dang nhap vao phan mém, ta sé c6 cac chlrc nang sau:

+ Hé thong
Phan nay bao gém:
- Danh sach thu ngan: danh sach cua tat ca cac nhan vién trong phong ké hoach tai chinh
phu trach viéc thu tién, in va ky bién lai cho nhan vién.
- Danh sach bién lai: danh sach nhéan vién phai ndp tién hang ngay theo quy dinh.
+ Tao bién lai
Khi nhan vién dén ndp tién, nhan vién phu trach s& yéu cau thé nhan vién va nhip ma
nhan vién d6 vao va xuat bién lai ra file docx roi luu lai.
+ Tao khoa
Nhén vién phu trach s& phai tao khoa khi dugc yéu cau dé tao ra khoa cong khai va khoa
bi mat phuc vu cho vi¢c phat sinh chit ky va ky bién lai sau nay.
Tao khoa sé& c¢6 hai ché do
- Ty chon: Nhén vién ty minh nhép vao hai sé nguyén t6 P va Q roi sau d6 hé théng s&
tién hanh sinh khoa, sau d6 nhan vién d6 s& luu lai khoa ctia minh.
- Ty dong: H¢ théng s€ tu dong chon hai s6 P va Q ngéu nhién roi sinh khoa, nhan vién
chi viéc luu lai khoa cia minh vira duoc tao ra.
+ Chix ky sb
Trong phan nay s& ¢6 2 chirc ning:
Ky bién lai

Nhan vién s€ str dung khdéa ma minh vira tao ra dé ky 1én file bién lai ma ta vira tao ra.
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D¢ ky dugc bién lai can c6 khoa va nhan vién s€ phai nhdp tén ctia minh vao bién lai
roi sau do tién hanh ky chir ky so.

Xac nhan chir ky va in bién lai

Sau khi ky, nhan vién phai xac nhan lai xem file vira ky c6 dung chitr ky cia minh
khong.
- Néu xac nhan chit ky dung, nhan vién phu trach s& in bién lai d6. Bién lai duoc in ra
s& ¢0 tén caa ngudi Ky va mdi bién lai sé di kém véi ma sb bién lai (1a khda céng cong
hoac khoa bi mat ciia nhan vién do).
- Néu xac nhan chir ky khong dang thi s& tién hanh ky lai file bién lai do.

1.7 Thuc nghiém chwong trinh chir ky s6
Trude khi str dung phan mém nhén vién phai ding nhap vao véi tai khoan:
- User: Admin
- Password: admin

85 Login: tac gia_Bui Thu Ha — O X

PHAN MEM IN HOA PON PIEN TU

Tén ding nhap: | |

Nhip mjt khiu: | |

bang nhap Thoat

Hinh 3.8: Giao dién dang nhap
Sau khi dang nhap vao chung ta c¢6 giao dién chinh ctia phin mém gdm 5 chirc ning

co ban:

- Hé thdng: cho phép ngudi quan tri ¢6 thé ¢ chirc ning cau hinh phian mém hoic co
thé thém x6a mot user ngudi dung.

- Tao bién lai: tao ra cac bién lai hoac héa don dién tur

- Tao khoéa: dung dé tao cac khoa cong khai va khoa bi mat

- Chir ky sd: dung dé tao chit ky, ky 1én file va xac nhan lai chit ky xem c6 dung cia

nguoi guri hay khong
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- Tro gitp: gitp cho nguoi sir dung dé dang thao tac va hiéu vé nghiép vu quy trinh cta

chuong trinh

¥ PHAN MEM IN HOA DON DIEN TU
~#HéThéng |/ TaoBiénLai | 'Taokhéa 'Zj

Hinh 3.9: Giao chinh ciia phin mém chir ky s6
Phan tao khéa: nhan vién chua c6 khoa sé& sir dung giao dién nay dé tao khoa cong
khai va khao bi mat cho chinh minh.

C6 hai ché do: Tuy chon va Ty dong

E‘ TAO KHES;, ‘ ‘ u ElEIE

TAO KHOA
©) Tay chon © Twdong Lwu
NhapP 71 j NhipQ 12
Khéa cong khai Khéa bi mat
E |[773 | D (677
N (923 | N (923

Hinh 3.10. Giao dién tao khéa
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Sau khi tao khoa, ta dén v6i phan Chit ky s6 gdm hai chirc ning: Ky bién lai, xac nhan
chir ky va in bién lai.

Dudi day la giao dién cho viéce ky bién lai ta vira xuat:

o KV BIEN LAI o [=[E] = ]
KY BIEN LAI
File bién lai Chon
Khoéa Chon
Ngwoi ky -

© Ky khongmahéa © Ky-Miahoa @ Mahoa- Ky

Ky bién lai

Hinh 3.11. Giao dién ky bién lai

Sau khi ky bién lai ta s€ xac nhan lai chit ky r6i sau do in bién lai cho nhan vién

skl XAC NHAN VA IN BIEN LAI
o *

IN BIEN LAI
File bién lai Chon
Khoéa Chon
Chir ky v

Kiém tra chit ki

Hinh 3.12 . Giao dién Xac nhén chir ky va in bién lai
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Bién lai sau khi in s€ c6 té€n ctiia ngudi ky va ma so bién lai
Pon vi : Céng Ty LDVC Quic T Hai Van

Piachi : La C2- Khu dd thi Nam Trung Yén- Ciu Giay- Ha Nai

Maia don vi :
BIEN LAI THU TIEN
Mi 56 bignlai : 279
Negcdy...thang 4 nam 2016
Ténngrdd nép : Nguyén Van Nam Misd: K12
Phong :EKho
MNéi dung thu : Tién hang xe 30LD-022.39
S titn : 2.000.000
Wigt bing chir : Hai triéu déng chin

Ha Ngi, ngay... thaneg.... ndm ...

Ngwii nip tidn Ngwiri thu tién

(Ex. ho tén) (Ex. ho tén)

Hinh 3.13: Bién lai sau khi ky va in
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KET LUAN
1. Két qua dat dwoc

v' Nim duoc céc kién thire vé chit ki sd(cac giai thuat, co ché xac thue....) va viéc
g dung chi ky s6 trong céc linh vuc khac nhau.

v" Nghién ciru tim hiéu vé chir ky sé bang thuat toan RSA va giai phap ung dung
héa don dién tir tai Cong ty Lién doanh van chuyén quéc té hai van.

v’ Xay dung duoc chuong trinh ung dung “Chit ky sb trong viéc in 4n hoa don
dién tir tai Cong ty LDVC quéc té Hai Van” dé thyuc hién cac qua trinh: Tao
khda bi mat va khéa cdng khai, tao chir ky RSA, ky bién lai va xac thuc duoc
chir ky, in bién lai.

2. Huwéng phat trién

v' Hudng phat trién cia dé tai 1a xay dung chuong trinh dé cd thé két néi tryuc tiép
vao mot s phan mém gai nhan email va phan mém quan Iy tuong tu. Pong thoi
xay dung mot hé thong ching thuc khoa cong khai cho cac thanh vién, nham
tranh truong hop bi nguoi khac gia mao khoa cong khai cua nguoi nhan khi
thue hién trao doi théng tin.

v Cubi cling, véi nhitng két qua dat duoc caa d6 an tuy con c6 nhiing han ché,
nhung da gitp em c6 duoc kha ning nghién ciru co ban vé bao mat va xac thuc
thong tin. Tir d6 co thé xay dung cac tng dung vé bao mat va xac thuc théng

tin & nhitng cap do an toan khac nhau.
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